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1	Decision/action requested
Approve the pCR to TR 33.776
2	References
 [1]			3GPP TS 23.003: “Numbering, addressing and identification”
3	Rationale
This contribution updates the solution #1 with additional information on FQDN format for clarification as discussed in the last e-meeting. The format of FQDN with NF ID can follow TS 23.003 [1].
4	Detailed proposal
pCR

*** Start of 1st Change ***
[bookmark: _Toc164425410][bookmark: _Toc164754514]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 8555: "Automatic Certificate Management Environment (ACME)".
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[6]	IETF RFC 8823: "Extensions to Automatic Certificate Management Environment for End-User S/MIME Certificates".
[7] 	SP-231787: "New Study of ACME for Automated Certificate Management in SBA".
[8] 	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[9]	IETF RFC 9447, "Automated Certificate Management Environment (ACME) Challenges Using an Authority Token".
[10]	IETF RFC 9448, "TNAuthList Profile of Automated Certificate Management Environment (ACME) Authority Token".
[11]	TS 23.502, "Procedures for the 5G System (5GS)".
[12]	IETF RFC 7519, " JSON Web Token (JWT)".
[13]	TS 29.571, "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[14]	IETF RFC 9110, "HTTP Semantics"..
[15]	IETF RFC 7515, "JSON Web Signature (JWS)". 
[Y]	3GPP TS 23.003: “Numbering, addressing and identification”
*** End of 1st Change ***

*** Start of 2nd Change ***
[bookmark: _Toc164754555] 6.1	Solution #1:	Using NF FQDN as ACME identifier
[bookmark: _Toc164425448][bookmark: _Toc164754556][bookmark: _Toc116922484]6.1.1	Introduction
This solution addresses the key issue #3. 
The origin ACME protocol defined in the RFC 8555 [2] was designed to help a web server to get a domain name certificate from a CA automatically. However, in the current operator networks, an NF-instance-ID certificate is preferred since the NF instance ID is used to uniquely identify an NF. In this solution, the NF FQDN is linked to the NF instance ID so that the ACME protocol with domain name can be re-used for NF certificate management. 
[bookmark: _Toc164425449][bookmark: _Toc164754557]6.1.2	Details
In 5G SBA, an NF is uniquely identified by an NF instance ID. The NF profile can also contain a FQDN.  In order to link the NF instance ID with its FQDN and re-use the ACME protocol based on a domain name, it is proposed to use an NF instance ID to form part of the NF’s domain name, e.g. NF_instance_ID. NF_types.operators_name.3gpp.org etc. For example, according to TS 23.003 [Y], an FQDN for an NF, e.g. AMF, can be constructed as:
· AMF: <AMF-id>.amf.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org
Similarly, the FQDN of an NF in this solution with NF instance ID can be constructed the same way as 
· < NF_instance_ID >. <NFType>.5gc.mnc<MNC>.mcc<MCC>.3gpp.org. e.g. for an AMF, <AMF’s NFInstanceID>.amf.5gc.mnc123.mcc456.3gpp.org. 
The FQDN can be provisioned in the DNS server as per normal.  
As described in RFC 8555 [2], the following pre-conditions are assumed. When the http-01 challenge type is used, it is required that the ACME client is authorized to control the /.well-known/acme-challenge/ directory on the http server corresponding to the domain name. 
Figure 6.1.2.1 shows a high-level procedure for NF to obtain certificates from CA with ACME procedures (for simplicity, it is assumed that an NF takes the role of the ACME client). The procedure is as follows:
1. 	After the NF is deployed, it starts the ACME client and performs following the steps for certificate issuing based on RFC 8555 [2]. 
2. 	The ACME client on the NF chooses a CA and creates an ACME account as in RFC 8555 [2]. 
3. 	The ACME client creates a certificate order on the CA. To confirm that the ACME client is authorized to delegate the identifiers, the ACME server at the CA side generates challenges for the ACME client to complete. 
4. 	The ACME client downloads the challenge from the ACME server, choose one of the challenge types, e.g. http-01 and complete the challenge accordingly. 
5. 	After the ACME client complete the challenge successfully, the CA is authorized to generate certificates based on the domain name. To receive the certificate, the ACME client needs to send a Certificate Signing Request (CSR) to the ACME server. 
6. 	After receiving the CSR, CA issues the certificates and put under the relevant directory on the ACME server. The certificate contains the NF instance ID. 
7. 	The ACME client downloads the certificate from the ACME server.
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Figure 6.1.2.1: ACME procedure for NF certificate management 
[bookmark: _Toc164425450][bookmark: _Toc164754558]6.1.3	Evaluations
The solution is limited to NF producers since it assumes control over HTTP resources for the challenge. 
In order to not impact ACME, the solution requires changes to the current SBA certificate profiles so that an FQDN formed based on the NF instance ID can be used as an identifier value for the challenge. Observe that the standard impact are is not only limited to the profile since there are also requirements for NF instance ID checks based on what is included in the certificate for example in TS 33.501 [8].
Otherwise, in order to not impact the current certificate profile, the ACME server functionality must be enhanced in order to bypass current restrictions on the identifier values. More precisely, the ACME server must be able to form the FQDN based on the included NF instance ID (as is) and additional configuration parameters controlled by the operator. This might require additional work in IETF.
*** End of 2nd Change ***

